TIIEJATOT'AM OB UH®OPMAIIMOHHON BE3OITACHOCTHU

Korma peub 3axomutr 06 WHQPOPMALMOHHOM 6€30IaCHOCTM, OOBIYHO MbI HAaUYMHAEM IyMaTh O
KOMITbIOTEpAX, CeTSX, MHTepHeTe U Xakepax. Ho myst o6pasoBaTeibHONM cpenbl IpobJieMa CTOUT IIype:
B OrpakIeHUM Yyyallerocs OT WHGOpMaluy, KOTOpas MOXXET HeraTMBHO IIOBJIMSATb Ha €ro
dbopMMpoBaHue U pas3BUTHE, TO €CTb O IIpOoIaraHe pasaMyHONM HallpaBJIeHHOCTM.

INousTue nHGoOpMaOHHON 6€30ITACHOCTH

ITox MHGOpMAaLMOHHON 6€e30MacHOCTbIO MMOHMMAETCS 3alLMIIEHHOCTbh MH(POPMALIMOHHOM CUCTEMbI OT
CIy4allHOTO MM IIpeJHaMEepeHHOTO BMeIllaTe/NbCTBa, HAHOCAIIEro yiepb BiamenbllaM —WIn
I10JIb30BaTEIIM MHGOPMAIIN.

Ha mpakTrke BayKHEHMIIMMU SIBJISTIOTCSI TPU acIieKTa MHGOPMAaLMOHHOM 6e301acHOCTH:
e JIOCTYITHOCTh (BO3MOXHOCTh 3a pa3yMHOe BpeMs IOJYyYUTh Tpedbyemyio WHOOPMAIVOHHYIO
YCIyTy);
e IIEJIOCTHOCTh (aKTyaJIbHOCTb ¥ HEIMPOTMBOPEUMBOCTh MHGOpPMAIMM, ee 3alIMUIIeHHOCTb OT
paspylieHus ¥ HeCaHKI[MOHMPOBAHHOTO M3MEeHEeHMS);
e KOHOUAEHIMATBLHOCTD (3aIMTa OT HECAHKIIMOHMPOBAHHOTO MTPOYTEHMS).

Hapy1enns gocTymHOCTH, 1eJIOCTHOCTY ¥ KOHGOUIEHIIMAIbHOCTM MHGOPMAIMM MOTYT OBbITh BbI3BaHbI
pas3JIMYHbIMU OIIaCHbIMU BO3H€ﬁCTBMﬂMM Ha I/IHd)OpMaLU/IOHHbIe KOMIIbIOTEPpHbIE CMCTEMBI.
OcHoBHBIE Yyrpo3bl MHGOPMAIMOHHOM 6€30I1aCHOCTH

CoBpemeHHass MHGOPMAaIMOHHAs CUCTEMa IPeACTaBsieT COO0M CJIOKHYIO CUCTEMY, COCTOSIIIYIO W3
6OJIBIIIOTO YMC/Ia KOMIIOHEHTOB Pa3/IMYHOM CTENEeHM aBTOHOMHOCTM, KOTOpbIE CBSI3aHbI MEXKIY COOO0M U
O0OMEeHMBAIOTCS JaHHbIMM. [IpakTHMYecKu KakKAbIi KOMIIOHEHT MOXKET ITOABEPTHYTbCS BHELIHEMY
BO3AEMCTBUIO VM BBIATU U3 CTPOsi. KOMITOHEHTHI aBTOMAaTU3MPOBAHHOM MH(POPMAIIMOHHOM CUCTEMBI
MO>KHO pa3buThb Ha CJIeAYIOIIMEe IPYIIIbI:

Annapamnuie cpedcmea. DTO KOMITbIOTEPHI M MX COCTaBHble dYacTu (TIPOLIECCOPbI, MOHUTOPBI,
TePMUHAJIbI, TepUbepUITHbIe YCTPOWCTBA — MIPUHTEPHI, KOHTPOJIIEPDI, KAOEN, TMHUU CBSI3U U T.1I.);
IIpozpammnoe o6ecneuenue. DTO MPUOOPETEHHbIE TTPOTPAMMbI, UCXOAHbIE, OOBEKTHBIE, 3aTPY30UYHbIE
MOJAYJIU; OTEepaIMOHHbIE CUCTEMbI U CUCTEMHbIE ITPOTPaMMbl (KOMIMJISITOPbI, KOMIOHOBIIVMKY U Ip.),
YTUJIUTBI, AMArHOCTUUYECKYE TTPOTPAMMbI U T.1I.;

JanHble, XpaHVIMble BPEMEHHO ¥ TIOCTOSIHHO, Ha AMCKaX, QUIsIIKaxX, NeYaTHble, apXUBbl, CUCTEMHbBIE
SKYPHaJIbI U T.1.;

ITepconan. TTonb3oBaTteny, CUCTEMHbIE AAMUHUCTPATOPDI, IPOTPAMMUCTBI U IP.

OrmacHble BO3[ENCTBUSI Ha KOMIIBIOTEPHYIO MH(GOPMAILMOHHYIO CHCTEMY MOSKHO TOApasdeIuThb Ha
CaydaiiHble M IIpefHaMepeHHble. AHaju3 OIbITa IPOEKTUMPOBAHMS, M3TOTOBJIEHMS ¥ 3SKCIUTyaTalyyu
MHGOPMAIIMOHHBIX CUCTEM IIOKa3bIBA€T, YTO MHGOPMAIMS TOABEPraeTcsl PasjMUHbIM CydaliHbIM
BO3JIEMCTBMSIM Ha BCEX dTalax IMKIa SKM3HUM CcUCTeMbl. [IpuumMHaAMM CIydaiiHbIX BO3IECTBUIA IIPU
9KCIUTyaTally MOTYT ObITh:

e  aBapUIHbIE CUTYALUU U3-3a CTUXUMHBIX O€ICTBUI M OTKIIOUEHUI DJIEKTPOIIUTAHMUS;

e  OTKa3sbl 1 cOOM araparTyphl;

e  OHIIMOKM B IPOrPaMMHOM OOeCIIeYeHUN;

e  OIIMOKM B paboTe mepcoHaIa;

e  IIOMEXM B JIMHUSIX CBSI3U M3-3a BO3IEIICTBUI BHEIIIHEN Cpembl.

[IpenHamepeHHbIe BO3IENCTBUSI — 3TO lieJIeHANpaBjeHHble [ECTBUSI HapylmTenas. B KkauyecTBe
HapYIINATEe/IsT MOT'YT BBICTYIIaTh CJIyKalllyii, TOCETUTE/b, KOHKYPEHT, HaeMHUK. [1eficTBMS HapyLIUTES
MOTYT ObITb 00YCJIOBJIEHBI Pa3HBIMM MOTVBaMMA:

e  HEIOBOJIbCTBOM CJTY3KAIlIero CBOEN Kapbepoi;

e  B3ATKOII;

e  JIIOOOIBITCTBOM;

e  KOHKYPEHTHOI 60pb0O0iL;



e  CTpeMJIEHMEM CaMOYTBEpPIUTHCS JIFOOO0I LIEHOM.

MOsKHO COCTaBUTh TUIIOTETUYECKYIO MOJeJ/Ib IIOTEHIIMAa/JIbHOI'O HApYIIUTE .
e KBaMbUKAIMS HAPYIIATEIS HA YPOBHE Pa3paboTuyKa JaHHOM CYCTEMBI;
° HapymmnTejaeM MOXKET 6bITb KaK IMOCTOpPOHHEEe JINILO, TaK U 3aKOHHbII7[ I10JIb30BaTeJ/Ib CUCTEMBI,
e  HApYIIMTETIO U3BeCTHA MHMOPMALMs O IPUHIMIIAX PAGOThI CUCTEMBI;
e  HapYyLIMTEJb BbIOMpaeT Hanbosiee cjiaboe 3B€HO B 3allUTe.

Hamnbosnee pacmpocTpaHeHHbBIM ¥ MHOTOOOPAa3sHBIM BUIOM KOMIIBIOTEPHBIX HAPYIIEHUN SIBJISETCS
HECAHKIIMOHMPOBAHHbIM TOCTYI. HecaHKIIMOHMPOBAHHBI OOCTYIT MCIOJb3YyeT JIIOOYIO OIIMOKY B
cucTeMe 3alUThl ¥ BO3MOXKEH IPU HepalMOHAJIbHOM BbIOOpE CPEACTB 3allUThbI, MX HEKOPPEKTHOM
YCTaHOBKE ¥ HaCTPOVIKe.

[TpoBemem kmaccuduKaIMiO KaHAJIOB HECAHKIMOHMPOBAHHOTO JOCTYMa, II0 KOTOPBIM MOXXHO
OCYIIECTBUTh XUIlIEHMe, U3MeHeHMe WIM YHUUYTOKeHre MHpopmaiymn:
UYepe3 uenoeseka:
e  XUIIeHMe HocuTesel MHpopMauun;
e uTeHMe MH(OpPMAIY C SKpaHa VI KJIaBUATyPBhI;
e  yTeHMe MHOOpPMALIMY U3 paCIIEUaTKN.
UYepe3 npoepammy:
e  IiepexBaT IapoJieis;
e  nemmdpoBKa 3anmdpoBaHHON MHPOpMAIVIN;
e  KOMMpoBaHMe MHOOPMaLYU C HOCUTEJIS.

Yepes annapamypy:
e TOJK/IIOUEHME CIelMaJbHO Pa3pabOTaHHbIX amlllapaTHbIX CPeNCTB, 06eCcreunBalMX JOCTYI K
uHbopMmaInu;

. rnepexsar ITOOOYHBIX 3JIEKTPOMArHMTHBIX I/I?:Ily‘leHI/H‘/,I OT alImapaTyps.l, JIMHUM CBA3MH, ceren
SJIEKTPOIIUTAHUA U T.AO.

Oco60 cegyer OCTaHOBMTHCS Ha YIrpo3ax, KOTOPbIM MOIYT IIOABEPraThbCsl KOMITBIOTEpPHbIE CETH.
OcHOBHasi OCOOGEHHOCTh JIIOOOM KOMITBIOTEPHOM CETM COCTOMT B TOM, UTO €€ KOMITOHEHTbI
pacrnpeeseHsl B mpocTpaHcTse. CBsi3bh MEXKIY Y3/IaMy CETU OCYILECTBJISIeTCS (PU3NUECKM C ITOMOILbIO
CeTeBbIX JIMHMI M MPOrpaMMHO C IIOMOIIBIO MexXaHu3Ma cooOuenuit. [Ipy sTOM yIpaBisoLye
COOOIIIeHNsT U JaHHbIe, TepechbllaeMble MEXKIY Y3JaMM CeTH, MepelaroTcs B BUAE IIaKeTOB OOMeHa.
KOMl'IbIOTeprIe CeTU XapaKTepHbl TeM, UYTO IIPOTUB HUX MIPEeANnpMHMMAIOT TaK Ha3bIBae€MbIe
yhaseHHble ataku. Hapyumrenb MOXKeT HaXOAUTHCS 3a THICAYM KMUJIOMETPOB OT aTaKyeMOro OObeKTa,
MIPY 5TOM HamaJeHUI0 MOXKET MOABEPraTbCs HE TOJIbKO KOHKPETHbBII KOMITbIOTED, HO U MHGOPMAIINSI,
nepeIarolasgcs 0 CeTeBbIM KaHaIaM CBSI3M.

O6ecneuenne nHGpOPMAaIMOHHOM 6€30MaCHOCTH

dopmupoBaHue pexkumMa MHGOPMALMOHHON 6e30ITacHOCTM — IMpob6sieMa KOMILIEKCHas. Mepsl mo ee
PEILIeHNIO MOKHO TTO/IPa3IeUThb Ha TSITh YPOBHEIA:
1. 3akonodamenwHplii . DTO 3aKOHBI, HOPMaTUBHbIE aKThl, CTAHAAPTHI U T.II.

HopmaTtuBHO-TIpaBOBast 6a3a ornpenesionias MOPSAOK 3aIUThl MHGOpMaLN:
2. Mopansho-3muueckuii. BceBo3MOKHbIE HOPMBI TTOBEIEHMSI, HEeCOOJO/IeHe KOTOPbIX BENeT K
MaJleHMIO TIPEeCTMKAa KOHKPETHOTr'O UejI0BEKA WJIM 11€JI0M OpraHu3alin.
3. Aomunucmpamusenstii. [leiicTBus  06lllero  xapakTepa, IIpealpuHMMaeMble PYKOBOICTBOM
opranusanyuu. TakumMu JOKYMEHTaMy MOT'YT ObITh:
e TMpMUKa3 PYKOBOIMTENII O Ha3HAUYEHUM OTBETCTBEHHOTO 3a obecrieueHne MHGPOPMAIMOHHOM
6€e30IacHOCTH;
e  JO/DKHOCTHbIE  OOSI3aHHOCTM  OTBETCTBEHHOro 3a  obecrieyeHue  MHGOPMAIMOHHOM
6€e30IacHOCTH;
e IIepeveHb 3allMINAEMbIX MH(GOPMAIIMOHHBIX PECYPCOB U 6a3 JaHHbIX;



e  MHCTPYKIMIO, OIpeNessIioNlyl0 TOpSIOK IpefaocTaBieHus: MHGOpPMAIUMM  CTOPOHHUM
OpraHm3anysIM Mo UX 3ampocam, a TakKe 10 MMpaBaM JOCTYIa K Hell COTPYIHUKOB OpraHM3aLyn.
4. Dusuueckuili. MexaHnveckme, 3J1€KTPO- U JIEKTPOHHO-MeXaHNUYECKIME TIPENSITCTBUSI Ha BO3MOSKHBIX
My TSIX POHVMKHOBEHMSI MIOTEHIIMAIbHBIX HAPYIINTEIEN.
5. Annapamno-npozpammmotii (371€KTPOHHbIE YCTPOWCTBA ¥ CIEIMaJbHbIe MPOTPaMMbI  3alUThI
MHbOpMaIn).

[TpuHSTBHIE MEPBI IO CO3MaHNI0 6€30MacHON MHPOPMAIMOHHONM CUCTEMBI B IIIKOJIE:
e (OO6ecneueHa 3alMTa KOMIIbIOTEPOB OT BHEIIHMX HECAHKLMOHMPOBAHHbBIX BO3[ECTBUNA
(KOMITbIOTEPHBIE BUPYChI, IOTUYECKMEe GOMOBI, aTaKy XaKepoB U T. 1I.)
e  VYCTaHOBJIEH CTPOTMI KOHTPOJIb 38 3JIEKTPOHHON ITOUTOM, 0O6ecIieueH MOCTOSIHHbIM KOHTPOJIb 3a
BXOZSIIIEN U UCXOSILEN KOPPECTIOHIEHIIMEI.
e  YcCTaHOBJIEHbI COOTBETCTBYIOIIME TTapo/in Ha TiepcoHasibHbIie TTK.
e Ncnonb3oBaHbl KOHTEHT-(QUIBTPBI, 151 GWIbTPALIIM CATOB IO UX COAEPIKMMOMY.

E,Z[I/IHaH COBOKYITHOCTb BCEX 3TUX ME€P, HAIIPABJIEHHbIX Ha l'IpOTI/IBO,H,EI‘/JICTBI/Ie yrpo3am 0€e30MacHOCTH C
IeJIbIO CBeAEeHMA K MUHMMYMY BO3MO>XHOCTHU yluep6a, O6p33y10T CUCTeMy 3alliUThI.

CnenyanucThl, MMelolle OTHOIIIeHMe K CUCTeMe 3allUThl JOJDKHBI MOJHOCTBIO INPEeACTaBATh cebe
MPUHUNIIBI ee (QYHKIMOHMPOBAHMS M B CJydyae BO3HMKHOBEHMSI 3aTPYAHUTEIbHBIX CUTYaLUI
aZleKBaTHO Ha HMX pearupoBatb. llonm 3ammron [O/KHA HAXOOMUThCS BCSI cuUCTemMa 0OpabOTKU
nHbopmaun.

JIna, saHMMarommecs: obecrieueHreM MHGOPMAIMOHHOM 0€30MacHOCTM, OOJDKHBI HECTU JIMYHYIO
OTBETCTBEHHOCTb.

Hapesxnasg cucrema 3aliuThl JO/SKHA ObITh ITOJHOCTBIO IIPOTECTMPOBAaHA ¥ COrJIaCOBaHA. 3alluTa
CcTaHOBUTCST Oojiee 3PDEKTMBHONM M I'MOKOM, €C/iM OHA JOMYCKAaeT M3MEHEHME CBOMX IapaMeTpOB CO
CTOPOHBI aJIMUHUCTPATOPA.

B 3ak/roueHne CBOEro JOKJIaia XOTeJI0Ch ObI 1aTh HEKOTOPbIE PEKOMEHIAIMM [0 OPraHM3aIu paboThI
B MH(OPMAIMOHHOM IIPOCTPAHCTBE, YTOObI yOepeub cebsT M CBOMX OJIM3KMX OT WHTEPHET-
IIPECTYITHUKOB.

PexkoMeHgaIum 1o oprauusanuy padoTsl B MHGOPMAIMOHHOM IIPOCTPAHCTBE

1. ITepen HauasioM pabOTHI HEOOXOAMMO YETKO CHOPMYIMPOBATH 1IeJIb ¥ BOIIPOC IMOMCKA MHGOPMAIINA.

2. XenarenbHO BbIpAabOTaTh ONTUMAIbHBIM QJITOPUTM TOMUCKa MHMopmary B cet MHTEpHeT, uTO
3HAUMUTEIbHO COKPATUT BpeMs U CUJIbI, 3aTpayeHHbIe Ha IMOUCK.

3. 3apaHee YCTaHOBUTb BpEeMEHHbBIM JMUMUT (2-3 uaca) paboTbl B MHGOPMAIMOHHOM IPOCTPAHCTBE
(mpocMoOTp Tesieniepenaun, ureHue, MiHTepHeT).

4. Bo Bpemsi paboThl HEOOXOAMMO [ejiaTh IepepbiB Ha 5-10 MMHYT [ CHATUS (DU3MUYECKOrO
HaIPSKEHMS U 3pUTETbHOM HarpysKu.

5. HeobxomMmo 3HaThb 3-4 yIOpaskHEHUS )i CHSTHS 3PUTEIbHOTO HAampssKeHUs U (QU3nIecKomn
YCTaJIOCTH.

6. PaboTaTh B XOpOIIIO TPOBETPEHHOM MOMEIIEHNUY, IIPU ONTUMAJTbHOM OCBEILeHMM U B YAOOHOM TO3e€.

7. He cTOUT JIeTKOMBICJIEHHO OOpaIllaTbCsl CO CIaM-NMMCbMaMyM M 3aXOAUTh Ha Hebe3omacHbie BeO-
caThl. JIJIsI MHTEPHET-MIPECTYITHNUKOB Bbl CTAHOBUTECH JIETKOM TOObIYEA.

8. Ilpu perucrpanum B COIMAIbHBIX CETSIX, HE YKa3bIBaliTe€ CBOM IEepPCOHAJbHbIE NTaHHbIE, HAIIPUMeED:
azpec WM IeHb POKIEeHMs.

9. He mcrnionp3yiiTe B JIOTMHE WM TTApoJie epCOHAIbHbIE JaHHbIe.



10. Bce 53TO mO3BOJIIET WMHTEPHET-TPECTYIIHMKAM IIOJYYUTh [aHHbIE [OCTyIla K aKKayHTaM
9JIEKTPOHHOM IOYTHI, a Takke MHOuUImpoBaTh gomaiiHue [TK mis BriaroueHuss ux B 60T-CeTh WIIM TSI
MOXUILIEHMSI GAHKOBCKMX JaHHBIX POOVTEIE.

11. Co3spatite CcoOOCTBeHHBIVI TIpoWIb Ha KOMIIbIOTEpe, 4YTOOBI 06e30macuTh MHOOPMAIIUIO,
XPaHSIIYIOCS Ha HEM.

12. He 3a6mbiBaiiTe, 4uTO (aKkThl, O KOTOPbIX Bbl y3Haere B VHTepHeTe, HYKHO OYEHb XOPOIIO
IIPOBEPUTD, €C/IM BbIOYAETe MCIIOIb30BaTh X B CBOENM HomallHel pabore. Ilemecoob6pasHo CpaBHUTh
TPU UCTOYHMKA MHPOpMAIVN, TIPEXKAE YeM PElINThb, KAKMM MCTOYHMKAM MOYKHO JTIOBEDPSITD.

13. O moctoBepHOCTM MHGOpPMaIMK, IOMEIIEHHON Ha CaiiTe MOXKHO CYIMUTh IO CAaMOMY CalTy, y3HaB
006 aBTOpax caiura.

14. Pasmelas nHpopMaimio o cebe, CBOUX OJM3KUX ¥ 3HAKOMbBIX Ha CTpPaHMIIAX COLMAIbHBIX CETeN,
CIIpOCUTE MpeaBapUTEIbHO pa3pellieHye y Tex, 0 KoM 6yaer sta MHGopMalys.

15. He cnemyer pasmelaTh Ha CTpaHMIIAX BeO-caiToB cBou Qororpadum u dortorpadum CBOUX
GJIM3KUX ¥ 3HAKOMBIX, 32 KOTOpbIE BaM IIOTOM MOJXET ObITh CTBITHO.

16. Cob6mromaiiTe mpaBmiia TUKY TIpy 061IeHMM B VIHTepHeTe: IpyOOCThb MPOBOLMPYET APYTUX HA TAKOe
Xe TIOBeIeHMe.

17. Wcnonw3ys B cBoei paboTe maTepuas, B3SITbIM M3 MHGOPMALMOHHOTO MCTOYHMKA (KHUTA,
nepuoauuecKas rneuarb, VIHTEpHeT), ciemyeT yKas3aTb 3TOT MCTOYHUK MHOOpMaIMM Win chaenaTh Ha
HEro CChUIKY, eC/I MaTepuasl OblT BaMy IepepabOTaH.



